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ABSTRACT

Security awareness and training are becoming more important as cyber security incidents tend to increase in industrial
control systems, including nuclear power plants. For effective cyber security awareness and training for the personnel who
manage and operate the target facility, a TEST-BED is required that can analyze the impact of cyber attacks from the
sensor level to the operation status of the nuclear power plant. In this paper, we have developed an HIL system for nuclear
power plant cyber security training. It includes nuclear power plant status simulations and specific system status simulation
together with physical devices. This research result will be used for the specialized cyber security training program for
Korean nuclear facilities.
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Fig. 1. Component of NPP Hardware In the
Loop(HIL) System for Cyber Security Training
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Fig. 4. Cyber Security Training Scenario using HIL
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